CONFIGURING ENTERPRISE CA
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DESTIMATION SERVER

Installation progress WIN-EG30KOETQHE server2012 com

View installation progress

o Feature installation
1
Configuration required. Installation succeeded on WIN-E630K0ETOHE.server2012.com.

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the
destination server

Configure Active Directory Certificate Services on the destination server
Certification Authority =
Online Responder
Certification Authority Web Enrollment
Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service

Remote Server Administration Tools
Role Administration Tools W

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext » | | Close | | Cancel




, DESTINATION SERVER
Credentials WIN-E630KOE1QHE.server2012.com

Credentials Specify credentials to configure role services

Fole Services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service

* Metwork Device Enrollment Service

Credentials: SERVER2012\Administrator

More about AD C5 Server Roles

< Previous | | Mext = | | Configure | | Cancel




] DESTINATION SERVER
Ro | e Services WIN-E630K0EIQHE.server2012.com

Credentials Select Role Services to configure
Role Services

Setup Type Certification Authority

Certification Autharity Web Enrollment
Online Responder

[ ] Metwork Device Enrollment Service
Cryptography [] Certificate Enrollment Web Service

CA Mame Certificate Enrollment Pelicy Web Service

CA Type

Private Key

Validity Pericd
Certificate Databaze
Authentication Type for C_..
Server Certificate

Confirmation

More about AD C5 Server Roles

< Previous || Mext > | | Configure || Cancel




Setup Type

Credentials

Role Services

Frivate Key
Cryptography
A Name
validity Pericd

Certificate Databaze

Authentication Type for C...

Server Certificats

Confirmation

DESTINATION SERVER
WIN-E630K0E1QHE.server2012.com

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD D5) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

(@) Enterprise CA

Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

(O Standalone CA
Standalone CAs can be members or a werkgroup or domain. Standalone CAs do not require AD
D5 and can be used without a network connection (offling).

More about Setup Type

< Previous || Mext > | | Configure || Cancel




CA Type

Credentials

Role Services

Setup Type

Frivate Key
Cryptography
CA Mame
validity Period

Certificate Databaze

Authentication Type for ..

Server Certificate

Confirmation

DESTINATION SERVER
WIN-E630K0E1QHE.server2012.com

Specify the type of the CA

When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKl
hierarchy.

@ Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

) Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

More about CA Type

< Previous || Mext = | | Configure || Cancel




Private Key

Credentials

Role Services

Setup Type
CA Type

Cryptography

CA Mame

validity Period
Certificate Databasze

Authentication Type for C...

Server Certificate

Confirmation

DESTINATION SERVER
WIN-E630K0E1QHE.server2012.com

Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

®) Create a new private key
Use this option if you do not have a private key or want to create a new private key.

() Use existing private key
Use this opticn to ensure continuity with previously issued certificates when reinstalling a CA.
) Select a certificate and use its associated private key

Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.

() Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

Maore about Private Key

< Previous || Next » | | Configure || Cancel
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Cryptography for CA WIN-E630KOEIQHE server2012.com
Credentials Specify the cryptographic options
Raole Services
Setup Type Select a cryptographic provider: Key length:
CA Type | RSA#Microsoft Software Key Storage Provider |+ || 2048 |~
Private Key Select the hash algorithm for signing certificates issued by this CA:
Cryptography SHAZSE
CA Mame SHAZS84
Validity Pariod SHAS512
Certificate Database S
hAMYS
Authentication Type for C...
SEruErerheale [] Allow administrator interaction when the private key is accessed by the CA.
Confirmation
More about Cryptography

< Previous | | MNext > | | Configure | | Cancel




CA Name

Credentials
Role Services
Setup Type
CA Type

Private Key

Cryptography

validity Period
Certificate Database

Authentication Type for ...

Server Certificate

Confirmation

DESTINATION SERVER
WIN-E630K0E1QHE.server2012.com

Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA, Distinguished name suffix values are automatically generated but can
be modified.

Common name for this CA:

SERVER2012CA|

Distinguished name suffix:
DC==server2012 DC=com

Preview of distinguished name:
CM=5ERVERZ2012CA,DC=server2012,DC=com

More about CA Mame

< Previous || Mext = | | Configure || Cancel




DESTINATION SERVER

Validity Period WIN-E630KOEIQHE.server2012.com
Credentials Specify the validity pericd
Rale Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA):
CA Type 3 | Years | M |
Private Key CA expiration Date: 7/3/2021 1:18:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA Mame certificates it will issue.

Validity Period

Certificate Database

Authentication Type for C...
Server Ceriificate

Confirmation

More about Validity Peniod

< Previous || MNext > | | Configure || Cancel




CA Database

Credentials

Role Services

Setup Type

CA Type

Frivate Key
Cryptography
CA MName
validity Period

Certificate Database

Authentication Type for ...
Server Ceriificate

Confirmation

DESTINATION SERVER
WIN-E630KOE1QHE.server2012.com

Specify the database locations

Certificate database location:
E:Windows\system32\Certlog

Certificate database log location:
E:\Windows\system32\Certlog

More about CA Database

< Previous || MNext = | | Configure || Cancel




Authentication Type for CEP

Cradentials

Role Services

Setup Type

CA Type

Frivate kKey
Cryptography
CA Mame
validity Period

Certificate Database

Authentication Type for C...

Server Cerfificats

Confirmation

Select the type of authentication

® Windows integrated authentication
() Client certificate authentication

) User name and password

More about Authentication Type for CEP

DESTINATION SERVER
WIN-E630KOE1QHE.server2012.com

< Previous || Mext »

| Configure || Cancel
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Server Certificate WIN-E630KOEIQHE server2012.com

Credentials Specify a Server Authentication Certificate

Rale Ser Credentials

Setup Typ= When communicating with clients, the web service(s) uses Secure Sockets Layer (S501) protocol to

encrypt network traffic.

CA Type

Private Key ® Choose an existing certificate for 55L encryption (recormmended)
Cryptography Issued To lssued By Expiration Date
CA Name | WIN-E630KDETQHE server2012.com  WIN-E630K0ET1QHE.server2012.com  2/15/2017

WIN-E630K0ETQHE server2012.com  WIN-E6G30KOETOQHE.server2012.com  2/15/2017
Validity Pericd

Certificate Database

Authentication Type for C..

Server Certificate Properties | | Refresh
Confirmation

) Choose and assign a certificate for SSL later
A, For this role service to function, you must configure this server with a valid certificate.

More about Server Certificate

< Previous || Mext > | | Configure || Cancel
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Confirmation WIN-E630KOEIQHE server2012.com
Credertizls To configure the following reles, role services, or features, click Configure.
Role Services #  Active Directory Certificate Services E
Setup Type
Certification Authority
CA Type _
CA Type: Enterprise Root
Private Key c - S - -
ryptographic provider: REA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHAT
CA Mame Key Length: 2048
validity Period Allow Administrator Disabled =
Interaction:
Certificate Database Certificate Validity Period: ~ 7/3/2021 1:18:00 PM
Authentication Type for C... Distinguished Mame: CM=5ERVERZ2012CA DC=server?2012,DC=com
Server Certificate Certificate Database Location: E\Windows\system32\Certlog
T Certificate Database Log E'\Windows\system32\Certlog
- — Location: ||
Certification Authority Web Enrollment
Online Responder
M




Progress

DESTINATION SERVER
WIN-E630KOE1QHE.server2012.com

The following roles, role services, or features are being configured:

Configuring...

Active Directory Certificate Services
Certification Authority

Certification Authority Web Enrollment
Online Responder

Certificate Enrollment Policy Web Service
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DESTINATION SERVER
Results WIN-E630KOE1QHE.server2012.com

The following roles, role services, or features were configured:

#  Active Directory Certificate Services

Certification Authority o Configuration succeeded
More about CA Configuration

Certification Authority Web Enrollment Q Configuration succeeded
More about Web Enrollment Configuration

Online Responder Q Configuration succeeded
More about OCSP Configuration

Certificate Enrollment Policy Web Service a Configuration succeeded

o Before clients can use this web service, a server authentication certificate must be configured
to encrypt communication between clients and the service, Use the IS snap-in to verify the
server authentication certificate,

o Before clients can use the Certificate Enrollment Policy Web service, Group Policy settings
must be applied to their computers to direct certificate enrcllment requests to the web
service,

More about CEP Configuration

< Previous | | Mext = | | Close | | Cancel




Do you want to configure additional role services 7




DESTINATION SERVER

Installation progress WIN-E630KDEQHE server2012 com

View installation progress

o Feature installation

1
Configuration required. Installation succeeded on WIN-E630K0E10OHE.server201 2.com.

B

Active Directory Certificate Services
1 of 5 Active Directory Certificate Services role services are available to be configured on the

destination server

Configure Active Directory Certificate Services on the destination server
Certification Authority =
Online Responder
Certification Authority Web Enrollment
Certificate Enrollment Policy Web Service ||
Certificate Enrollment Web Service

Remote Server Administration Tools ||
Role Administration Tools Kd

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext = | | Cloze | | Cancel
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- '..?}:' I I'A Manage Tools View

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directery Module for Windows PowerShell
Active Directory Rights Management Services
Active Directory Sites and Services

Active Directory Users and Computers

AD F5 Management

ADSI Edit

Certification Authority
nt Progr Component Services
i

Computer Management

Connection Manager Administration Kit
Defragment and Optimize Drives

DF5 Management

DHCP

Disk Cleanup

D5

Embedded Lockdown Manager

Event Viewer

L n L



File Action View Help

== H > =
ﬁl Certification Authority (Local) Mame Description
4 gi SERVERZ012CA @l SERVER2012CA Certification Authority
|| Revoked Certificates
[T Issued Certificates
"] Pending Requests
7] Failed Requests
E Cert ae T leno ]
Manage
Mew Certificate Ternplate to [ssue

Enable additional Certificate Templates on this Certification Authority




o certsrv - [Certification Authority (Local)] |=|a] x

File Action View Help

a9 =

7 Re Select one Certfficate Template to enable on this Certification Authority.
Mote:  a cerificate template that was recently created does not appear on this list, you may need to wait urtil
[ 1ssfl  information about this template has been replicated to all domain cortrollers.
[ Pe All of the certificate templates in the onganization may not be available to your CA.
S Fa For more infarmation, see Certificate Template Concepts.

£ 4 Mame Intended Purpose
] Authenticated Session Client Authentication
E CA Bxchange Private Key Archival

& CEP Encryption Certfficate Request Agent
& Code Signing Code Signing

& Copy of EFS Recovery Agent File Recoveny

4@ Copy of OCSP Response Signing QCSP Signing

T Cross Certification Authority <All>

& Enroliment Agent Certificate Request Agent
& Enroliment Agent (Computer) Certificate Request Agent
E Exchange Enrollment Agent (Offline request) Cerificate Request Agent
5 Fechanne Sianshire Onbe Secure Froail
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) | r}l. Manage Toals View

>

Component Services

Computer Management
Connection Manager Administration Kit
Defragment and Optimize Drives
DF5 Management

DHCP

Disk Cleanup

DNS

Embedded Lockdown Manager
Event Viewer

File Server Resource Manager
Group Policy Management
Internet Information Services (I15) Manager
i5CSl Initiator

iSNS Server

Local Security Policy

Microsoft Azure Services

Metweork Load Balancing Manager
Metwork Policy Server

QODBC Data Sources (32-bit)
QDBC Data Sources (64-bit)

Online Responder Management

Parfrrmance Monitar
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File Action View Help

«9 H

ocsp - [Online Responder; WIN-E630K0E1QHE.server2012.com]

E:;ﬂ Online Responder: WIN-EB30KDETC

fg,;JJ Revocation Configu
fr :? Array Configuration

4% NAmlina Dacna der cnnﬁguratinn

Add Revocation Configuration

Refresh

Help

jure and manage one or more certificate revocation responders,

TSI VISV

The Online Responder Management snap-in helps you configure and manage online certificate status protocel (OCSP) responders with one or more
certification autherities,

Use this tool to:
- Manage certificate revocation configurations for an Online Responder Array.
- Manitor the operating status of each member of an Online Responder Array.

hlamams Clnlins Darnnndar fieea mmnealoses

Revocation Configuration Status

The Status pane identifies Online Responder configurations that are working properly or that may need administrator attention. To get more
infermation, select the Array members,

Mote: You may need to click Refresh if recent configuration changes or other administrative actions are not represented here,
For more information, see Verfying that a revocation configuration is functioning properly,

There are cumently no configured revocation configurations avaiable.Use the revocation configuration node to add a revocation corfiguration.



Getting started with adding a revocation configuration

Getting started with addi... Welcome to the Add Revocation Configuration Wizard. This wizard helps you add a
revocation configuration to your Online Responder Array.

SEEIE LI Do To complete this task, you need to:

Select CA Certificate Loca...

Ghoose GA Gerfificats 1. Specify a name for the new revocation configuration

Select Signing Certificate

: i 2. Select a CA certificate to associate with the revocation configuration
Revocation Provider

3. Select a signing certificate to sign Online Responder responses

4. Configure the revocation provider that will process revocation status requests

< Previous Mext = Finish Cancel




Uze this

Revocation

The Status pa
information,
Maote: Yaou m
For more inf

- Online Responder Configuration

Name the Revocation Configuration

Getting started with addi... The Revocation Configuration name is used to help you identify this revocation

configuration. It is recommended to use a name that can identify the CA you would
like to associate with this Revocation Configuration.

Mame the Revocation Co...

Select CA Certificate Loca...

Choose CA Certificate Name: |5EWEFE'D1EQ'1|

Select Signing Certificate

Revocation Provider

< Previous Mext = Finish Cancel




Select CA Certificate Location

Getting started with addi...
Mame the Revocation Co...

Select CA Certificate Loca...

Choose CA Certificate
Select Signing Certificate

Revocation Provider

Specify the location of the CA certificate that you want to associate with this revocation
configuration.
@ Select a certificate for an Existing enterprise CA

Select this option if your CA certificate is available in Active Directory or
on the CA computer

() Select a certificate from the Local certificate store

Select this cption if the CA certificate is available in a certificate store on
the local computer

() Import certificate from a File
Select this option if the CA certificate has been saved as a file

< Previous Mext = Finish Cancel




Getting started with addi...
Mame the Revocation Co...

Select CA Certificate Loca..,

Choose CA Certificate
Select Signing Certificate

Revocation Provider

Choose CA Certificate

In order to check the status of a certificate, a revocation configuration for the Online
Responder must identify the CA that issued the certificate.
You can identify this CA by selecting a CA certificate published in Active Directory or

by locating a CA computer.

® Browse CA certificates published in Active Directory

() Browse for a CA by Computer name

CA Mame:

P

Browse...

Browse...

< Previous Mext =

Firmish

Cancel




Add Revocation Configuration

Select a certification authority (CA) you want to use.

CA

SERVER2012CA

Computer
WIN-ESI0KOE1QHE, server 2012,

CA MName:

ate, a revocation configuration for the Online
ued the certificate.
A certificate published in Active Directory or

Active Directory Browse..
Browse...
< Previous Mext = Finish Cancel




Choose CA Certificate

Getting started with addi... In order to check the status of a certificate, a revocation configuration for the Cnline
Responder must identify the CA that issued the certificate.
You can identify this CA by selecting a CA certificate published in Active Directory or

Select CA Certificate Loca... by locating a CA computer.

Mame the Revocation Co..,

Choose CA Certificate
Select Signing Certificate ®) Browse CA certificates published in Active Directory Browse...

Revocation Provider

() Browse for a CA by Computer name Browse...

CA MName: SERVERZ012CA

Finish




Select Signing Certificate

Getting started with addi... Revocation informaticn is signed before it is sent to a client. The Online Responder can

select a signing certificate automatically, or you can manually select a signing
certificate for each Online Responder,

Mame the Revocation Co...

Select CA Certificate Loca...
e FrHicats Loce )] Automatically select a signing certificate

Choose CA Certificate [#] Auto-Enroll for an OCSP signing certificate

Select Signing Certificate Certification authority: [ WIN-E630KOETQHE server2012.com\SERVER2012CA |

Revocation Provider
Browse...

Certificate Template: | Copy of OCSP Response Signing v |

) Manually select a signing certificate

Mote: You will need to specify a signing certificate for each member in the
Online Responder Array.

() Use the CA certificate for the revocation configuration
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Revocation Provider

Getting started with addi...
Mame the Revocation Co...
Select CA Certificate Loca...

Choose CA Certificate
Select Signing Certificate

Revocation Provider

A revocation provider is the component of an Online Responder that processes
certificate status requests.
To view and edit the properties of the revocation provider, click the Provider button.

Prowvider...
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‘;.— Online Responder Configuration

#ﬁ Use this snap-in to configure and manage one or more certificate revocation responders,

Overview

The Online Responder Management snap-in helps you configure and manage online certificate status protocol (OCSP) responders with one or more
certification authorities.

Uze this tool to:

- Manage certificate revocation configurations for an Online Responder Array.

- Meonitor the operating status of each member of an Online Responder Array.
Bdamame Mmlim s D e Ame fiee=

o e e

Revocation Configuration Status

The Status pane identifies Online Responder configurations that are working properly or that may need administrator attention. To get more
information, select the Array members,

Mote: You may need to click Refresh if recent configuration changes or other administrative actions are not represented here,
For more infermation, see Verifying that a revecation cenfiguration is functioning properly.

@ Server2012CA Working




